




to special categories of personal data are 
likely to have signi�cant technical and cost 
implications for the TPP.

�e Guidance also refers to the 
substantial public interest basis as a potential 
option; however, TPPs must look to UK, EU, 
or member state national law (as relevant) 
for a substantial public interest condition 
(which must speci�cally provide for a GDPR 
derogation to process special categories of 
data), and such conditions are not currently 
available in all jurisdictions. Further, reliance 
on a substantial public interest condition, 
even if available in national law, requires 
the TPP to assess the proportionality and 
necessity of the processing, ensure safeguards 
for individuals’ rights and interests, and 
comply with any additional national law 
requirements. 

TPPs may, understandably, have 
considered themselves relatively immune 
from the enhanced requirements and strict 
conditions for processing special category 
personal data. In general, regulators, 
including the EDPB in other guidance, take 
a restrictive view of the scope of speci�c 
category personal data. �e typical approach 
suggests that, in order to constitute special 
category data, the information should 
either explicitly fall within the de�nition, 
or should genuinely and unequivocally 
infer data within the de�nition (whether 
by pro�ling or otherwise). However, 
in the Guidance, the EDPB suggests a 
considerably broader interpretation in 
relation to �nancial transactions, stating 
that “even single transactions can contain 
special categories of personal data” and 
“the chances are considerable that a service 
provider processing information on �nancial 
transactions of data subjects also processes 
special categories of personal data”. �e 
reasoning behind this broader interpretation 
in the context of payment initiation and 
account information services is unclear and 
does not appear consistent with either the 
EDPB’s previous approach or the approach 
of national regulators. 

Arguably, the personal data handled by 
TPPs is, in practice, unlikely to be su�ciently 
comprehensive so as to explicitly reveal 
special category personal data. Equally, 

TPPs are unlikely to handle su�ciently 
detailed data to enable them to infer or 
assume any special category data, at least 
when interpreted in accordance with the 
regulators’ more typical, narrower approach 
to the scope of that data. �is may become 
a critical argument for TPPs, in order to 
avoid the costly implications of either seeking 
explicit consent to handle special category 
data (which is unlikely to be a reliable  
option in the long term in any case) or 
implementing operational changes to  
exclude access to that data. 

SQUARING THE CIRCLE IN PRACTICE 
Transparency is arguably the key for TPPs to 
mitigate risk around consent in practice, and 
to bring a degree of consistency to PSD2 and 
GDPR consent compliance. 

While not directly addressed in the 
Guidelines or otherwise, it seems feasible that 
the same set of disclosures (whether layered 
through a number of di�erent sites, pages, or 
documents, or presented as a single point of 
information) could satisfy the transparency 
and prior-information obligations for consent 
under both the GDPR and PSD2 regimes. It 
also seems reasonable that the same consent 
mechanism and user journey could achieve 
consent for both PSD2 and GDPR purposes. 
Each of these approaches is conditional 
upon, but should not be precluded by, the 
prior-information and consent meeting the 
respective thresholds of both PSD2 and 
the GDPR (which includes each relevant 
consent being su�ciently speci�c and 
distinct, not bundled with other terms, and 
adequately brought to the users’ attention and 
acknowledged). 

E�ective transparency can also 
facilitate the identi�cation and necessary 
compatibility assessments for any further 

processing of personal data envisaged by 
TPPs. In turn, that assessment may be 
a helpful tool to ensure and document the 
compatibility of such further processing with 
the relevant services, and therefore reduce the 
compliance risks associated with the current 
uncertainty surrounding further processing by 
TPPs. Similarly, comprehensive transparency 
information should document the scope of 
the personal data being processed by the 
TPP and may be a useful tool to explain and 
evidence that the TPP is not processing any 
special category personal data (as relevant in 
practice for the TPP). �is may help to reduce 
the speci�c risks of special category data in a 
payments context.� �„

Further Reading:

���– Opening innovation or opening 
up to risk? �e potential liability 
framework for Open Finance (2021) 
1 JIBFL 31.

���– Opening Pandora’s Box: PSD2, 
consumer control and combatting 
fraud (2020) 1 JIBFL 48.

���– LexisPSL: Banking & Finance: 
Practice Note: Open Banking – one 
minute guide.
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